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CREDIT CARDFRAUDS

3554.
SHRIRAHULRAMESHSHEWALE SHRIBHARTRUHARMAHTAB
SHRIMATISANGEETAKUMARISINGHDEO

Willthe Ministerof FINANCEDbe pleased to state:

(2) whetherthe creditcard fraud cases have increased manifoldin the countryduringeach of
the last three yearsand the currentyear;
(b) if so, the details thereof and the reasons thereforalong with the bank employeesfound
involvedin such cases, and the action takenagainstthemso far, bank-wise;
(c) whetherthe Reserve Bank of India has directedall banksto add securityfeatures such as
electronicchip and secret PIN to the creditcards keepingin view the rise in credit card fraud
cases, if so, the detailsthereof;
(d) whetherthe cases of non-complianceof such directionsby bankshave come to the notice
of the Governmentduringthe said period;and
(e) if so, the details thereof and the action taken/beingtaken by the Government/RB
againstsuch banks,bank-wise?

ANSWER
THEMINISTEROF STATEIN THEMINISTRYOF FINANCE
(SHRIANURAGINGHTHAKUR
(2) and (b) Details of ATM/creditcard fraud involvingan amountof Rs. 1 lakhand above,
that occurred during the last three financial years, as reported by Scheduled Commerciz
Banks (SCBs) to the Reserve Bank of India (RBI), as per inputs received from RBI, are as

under:

Financial | Number
year | of cases
2016-17 614
2017-18 1,020
2018-19 639

Further,as per inputs received from Public Sector Banks (PSBs), no staff involvementhas
been foundin creditcard frauds.

(c) to (e) RBI has apprised that banks were advised to convert all existing magnetic strig
cards issued by them to EMV chip and PIN cards before 31.12.2018. RBI has furthe
apprised that as per latest data available from major card issuers, it is observed that 98.64
percent credit cards issued by PSBs and private sector banks are compliantwith the EMV
chip and PIN requirement.

RBI has issued comprehensive instructions in respect of security and risk mitigatios
measures relatedto electronic/digitatransactions,includingn#er-alia, the following:



(1) Steps for securingcard transactionsincludeonlinealerts for all transactions,cards for
internationalusage to be EMV chip and PIN enabled, certification of merchan
terminals,and conversionof all existing magneticstrip cards to EMV chip and PIN
cards.

(2) Steps for securing Internet banking/electronic payments include capping tt
value/modeof transactions/beneficiariesygnd dailylimitand issue of alerton additior
of beneficiaries.

(3) Steps for securing ATM transactions include requirement of PIN entry for a
transactions;and enablingof all ATMsfor processingof EMV chipand PIN cards.

(4) Steps for securing Prepaid PaymentInstruments(PPIs) include informingcustome
if the same login is providedfor PPI and other services offered by the PPI issuers
restrictions on multiple invalid attempts to login to PPI and time-out features
authenticationof every successive paymenttransactionin walletby explicitcustome
consent, requirementof additionalfactor of authenticationfor debit cards, provisior
of customer-induced options for capping the number and value of transactions
provisionof suitablecoolingperiodfor funds transferon openingof PPI, and issue of
alertsfor PPI transactions.

(5) RBI has also issued instructionslimitingthe liabilityof customers on unauthoris
electronicbankingtransactions.

RBI has informed that upon receipt of any input regarding credit card fraud, the same is
forwardedto the respectiveSenior SupervisoryManagerof RBI for the banks concerned,for
verifyingthe allegationsand taking necessary action. However,if the cards are issued by a
subsidiary/third-partyompany,the same is forwardedto the departmentconcernedin RBI
for initiatingnecessaryaction.
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