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Will the Minister of FINANCE be pleased to state:

(a) whether several incidents of banking/ATM frauds and other irregularities have been reported in Public Sector Banks(PSBs) in the
recent past; 
(b) if so, the details of such incidents/cases reported along with the amount involved therein during the last three years and the current
year, bank and State/UT-wise;
(c) whether the Government has conducted any inquiry in this regard, if so, the details thereof along with the number of bank officials
involved and the action taken against them during the said period;
(d) the details of the amount of Public Sector Banks which has turned into non-performing assets due to the said frauds/irregularities
during the said period; and
(e) the remedial steps taken/being taken by the Government to check such incidents in future?

Answer
MINISTER OF STATE IN THE MINISTRY OF FINANCE

(a) & (b): Cyber Frauds (Automated Teller Machine/Debit Card, Credit Card & Net banking frauds) cases of Rs. 1 lakh and above
reported by PSBs for the last three years and current year is given in Annex-1.

(c) to (e): Cyber Frauds cases of Rs. 1 lakh and above reported by PSBs where staff is involved is given in Annex-2.

Banks initiate/probe staff accountability and staff involvement in all the fraud cases and on completion of investigation, commensurate
punishment is awarded to the delinquent employees based on the seriousness of the wrongdoings as per Bank's disciplinary rules
which includes censuring, administrative warning, suspension of the employees, reduction in scales of pay, monetary penalty and
recovery of losses, compulsory retirement, termination from service, dismissal with disqualification from future employment etc.

RBI does not have information regarding the amount turned into NPA due to such frauds / irregularities. RBI has issued Master
Circular on "Frauds − Classification and reporting" vide RBI. DBS.CFMC.BC.No.1 / 23.04.001/2015 -16 dated July 01, 2015
containing all the details/aspects relating to frauds. On receipt of fraud reports from banks, various aspects related to the frauds are
examined and concerned banks are advised to report the case to CBI/ Police/ SFIO, examine staff accountability, complete
proceedings against the erring staff expeditiously, take steps to recover the amount involved in the fraud, claim insurance wherever
applicable and streamline the system as also procedures so that frauds do not recur.
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